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Introduction

Block chain is a database for storing transactions that
is shared among all parties in a network. This network
consists of a chain of blocks in which information
is stored. As a tool to show the maturity and use of
certain technologies, block chain is among the top five
technologies in 2018 [ 1, 2]. A lot of attention has been
paid to block chain, nowadays, it is focused on their
ability to fundamental change [3].

There are many opportunities for organizations to
gain an advantage by using block chain technology
to advance on the competitive path, enabling them
to improve their position in the market. But, it is
important that managers examine the characteristics
of their organization to determine if they have
the need and desire to properly benefit from the
benefits advantages of block chain. In addition, it is
very important that organizations cultivate human
capital specialists to develop, implement and exploit
applications related to this technology in order to
obtain maximum rewards [4]. Block chain technology
has attracted global attention due to its potential in the
field of management transformation and sustainability
achievements. Moreover, block chain technology
provides transparency, security, distributed ledger,
smart contracts and trusted networks for sustainable
management. Block chain can improve productivity
by replacing some intermediaries. Considering
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these potential benefits, the adoption rate of these
technologies has not been impressive [5].

IoT applications range from mission-critical
predictions (smart grid, intelligent transportation
systems, radio surveillance, e-health) to business-
oriented applications (for example, banking, logistics,
insurance). The need for comprehensive security
support is felt in the Internet of Things, especially for
mission-critical applications as well as for downstream
business applications. A number of security
techniques and approaches have been proposed and
implemented. Block chain mechanisms (BCMs) have
played a role in securing many IoT-based applications
by becoming a piece of the security puzzle. A block
chain is a database that stores all processed transactions
- or data - in chronological order, in an attacker-proof
set of computer memories. These transactions are then
shared by all participating users. Information is stored
or published in the form of a public ledger, which is
impossible to change and manipulate; in addition,
each user or node of the system maintains the same
ledger as all other users or nodes of the network. The
main applications of block chain so far have been to
implement financial transactions, smart contracts and
cryptocurrencies. However, new potential applications
are emerging [6]. The combination of block chain
and the Internet of Things is powerful and can lead to
significant changes in several industries and pave the



way for new business models [7].

This technology uses peer-to-peer and distributed
systems that include a chain of block chains to store
transactions. As a decentralized system, block chain
systems do not require a trusted third party. Instead,
to ensure the reliability and stability of data and
transactions, block chain adopts a decentralized
consensus mechanism. Its structure is like a digital
log file that is stored as a group of connected links
called blocks. Each block is locked with the previous
block. Once, a block is added to this chain, it cannot
be changed. Each new record is verified in coordination
- meaning that the various participants of the network
work together to confirm the integrity of the data. After
a block is approved by the majority, it is stored in an
encrypted, decentralized network across the network.
Distributed storage of blocks creates a transparent
system. In this system, all transactions within the system
are transparent and validated before being added to the
block chain. Trust in this system comes from the process
itself and not from the status of each participant. Security
experts believe that the inherent immutability of block
chain protects it from hacking and other security risks
[8]. While this technology is established in advanced
countries and economic activists are more familiar with
its mechanism than others, but the acceptance of this
new technology in Iran, especially in the National Oil
Company, comes with some ifs and buts. According
to the experts in the field of information technology,
culture building and training are the two missing links
of block chain technology in the National Iranian Oil
Company and it is a necessity and we should carry out
experimental, research, information and culture work
along with the introduction of this technology.

Since oil and gas resources play a fundamental
role in energy, the technologies of the oil and gas
industry have also developed rapidly in recent years,
such as smart drilling technology, smart oil and gas
transmission pipelines, and digital offshore platforms.
The oil and gas industry has four aspects: business,
management and decision-making, monitoring
and cyber security. Finally, the state of application
programs, the level of understanding of block chain in
the security of the Internet of Things in the oil and gas
industry, opportunities, challenges and risks and the
development process are examined. National Iranian
Oil Company is in the process of data transfer and
digitization with regard to the storage, retrieval and
maintenance of information, and this requires cyber
security in order to preserve existing data, and due to the
experience of National Iranian Oil Company regarding
the attack of Flame and Stuxnet virus on Information
systems in 2012 and considering the importance of
preserving valuable organizational information, block
chain technology and its applications in the field
of Internet of Things security will be of great help
in maintaining the cyber security of organizational
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information. Therefore, the main question of the
research is that the model of block chain mechanisms
for security “What is Internet of Things in National
Iranian Oil Company?”

Results and Discussion

In this section, the collected data and research findings
are analyzed. The data collection tool was structured
interview files, the results of which were obtained using
Maxqda qualitative analysis software version 2020.
Data analysis was realized with 10 interview files, the
details of all of which are presented in Table 1. In the
present study, first, all factors extracted from 10 coded
interviews are considered as codes. Then considering
the concept of each of the codes, they are categorized
in a similar concept. In the following tables, which is
the output of the system code, selective coding, axial
coding and open coding are shown. The coding steps
are as follows:

1) Open coding: In this step, the interview files are
collected and classified by the researcher. It is worth
mentioning that in the present study, 10 interview files
were collected and coded.

2) Axial coding: Axial coding is done when the
researcher assigns a code paragraph to each part of the
text by studying it. At this stage, more than one code
can be assigned to a part of the text or paragraph.

3) Selective coding: at this stage, the extracted codes
are displayed in the Code system section, and we can
categorize and merge the codes. This window is the
selective coding. By using codes, we can categorize
and sort the codes to draw the shape.

The main extracted factors are: 1) Causal factors/
conditions 2) Background conditions, 3) Intervening
factors, 4) Strategies, 5) Consequences.

One of the reliability indicators of qualitative research
is the evaluation of two or more documents in terms
of reference to a specific indicator. Maxqda software
has such a feature. In order to evaluate the reliability
of the meta-combination stage, the experts’ interviews
were compared with each other based on the Inter-code
agreement option of the Maxqda software in terms of
the extracted codes. Its output was the Kappa coefficient
(0.413), which was more than the acceptable value. This
value means the reliability of the research.

Conclusions

Based on the investigations carried out so far, very
limited research has been done on the block chain
mechanism model for the cyber security of the Internet
of Things. In this regard, there are many approaches,
models and frameworks related to the subject of
Internet of Things, but so far, no research has been
done considering block chain mechanisms for the
cyber security of Internet of Things in the oil and
gas industry of the National Company of the South
Petroleum Regions.
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Table 1 Example of open coding related to participant’s verbal evidence 8.

Verbal evidence

Open coding

Abu Dhabi National Oil Company (ADNOC) is one of the oil com-
panies that is working with IBM to use block chain technology to
manage and track all transactions in the supply chain.

Use of technology
Manage and track all transactions in the supply chain

This advance has made many other active companies in the field of
oil and gas also think about using block chain. A typical supply chain
often includes international and domestic transportation, facility and
warehouse management, inventory control, material sourcing, im-
port and export, and data sharing between parties.

International and domestic shipping
Facility and warehouse management
Inventory control

Material sourcing

Imports and exports

Data sharing between parties

Blocko is a solution provider based in South Korea and backed by
Samsung. This organization helps oil and gas businesses develop
their block chain services. It owns the Aergo hybrid block chain and
has been building partnerships in the Middle East since its launch.
Working together, Blocko and Aergo combine the private and pub-
lic aspects of block chains, allowing the oil and gas industry to use
either of these two networks according to their needs. The two com-
panies have built important partnerships at the government, banking,
and other levels, helping each partner launch their own independent
block chain.

Meanwhile, Aergo is a third-generation block chain platform that
provides many applications for economic companies in the field of
security and scalability, and it is also easy to use. Aergo provides
decentralized, open source and transparent networks for companies
and businesses and offers many solutions in between.

Helping business
Service development
Partnership launch
Composition
security

Scalability

open source
transparency

The Ondiflo project wants to transform the supply chain ecosystem
and this startup project is part of a joint venture with ConsenSys
and Amalto. Through this partnership, Ondiflo will provide IT-based
solutions for all oil and gas businesses.

This organization intends to automate transactions in the oil field
using block chain technology and provide services to operators and
suppliers. This organization can be very useful in areas such as prod-
uct tracking, efficiency of administrative functions, asset utilization
and financial consolidation for easier settlement.

Evolution of supply chain ecosystem
Providing IT based solutions for businesses
Automate transactions

Product tracking

Efficiency of administrative functions

Use of property

Financial consolidation for settlement

VeChain is a popular block chain platform with international opera-
tions. VeChain uses block chain technology to integrate existing eco-
systems with modern technology. Recently, the platform has part-
nered with Shanghai Gas and is creating a trustless energy ecosystem
for the large company.

The large company plans to use an immutable block chain in col-
laboration with VeChain to strengthen its supply chain management.
This partnership is a kind of long-term cooperation and will be ben-
eficial for both parties.

In the first phase of this recently completed partnership, the VeChain
block chain solution was used for data sharing. VeChain’s partner-
ships are not limited to such partnerships, and the popular platform
wants to provide partnerships with insurance companies, shipping

companies, banks, and more.

Integrating existing ecosystems with modern tech-
nology

Strengthen supply chain management

Data sharing used

Partnership with insurance companies, transport,
banks




It has not been done, which together with the records
of its implementation in different countries can be the
basis for conducting this research.

It is concluded that service quality (speed and service
acceptance), system (security and accessibility),
usefulness of purchase value and information quality
(Dissemination and diversity of information) are
important consequences. Therefore, it is suggested that
with the implementation of block chain mechanisms
for cyber security of the Internet of Things in the oil and
gas industry of the National Company of the Southern
Oil-rich Regions, it will lead to the consequences of
reducing production costs, high capacity for storage,
intelligent field, organizational agility, environmental
dynamics. , security and accessibility of the system,
improvement of the wuser interface, quality of
information (distribution and variety of information),
and speed of data processing.

In the end, due to the time limit, only, the investigation
and study of the oil and gas industry and the national
company of the southern oil rich regions (due to
accessibility as a statistical population) have been
done. Therefore, for future research, to investigate
the implementation of block chain mechanisms for
the cyber security of the Internet of Things and its
comparative comparison with peer organizations in
other countries of the world and the pathology of the
problems and obstacles facing the implementation, as
well as the establishment of block chain mechanisms
for the cyber security of the Internet Objects are
proposed at the level of several knowledge-based
organizations.
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