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Introduction

Fourth Industrial Revolution technologies have
extensive applications, particularly in management.
"The Internet of Things is a key technology in Industry
4.0, enhancing efficiency, environmental sustainability,
and security [1].

The IoT paradigm connects everything and everyone
at any time and anywhere, enabling innovative
applications and services [2]. Existing IoT research
confirms significant advancements, with IoT
applications increasingly permeating nearly every
human sector [1].

The IoT is utilized in the oil and gas industry to
optimize operational processes, reduce costs, and
enhance productivity. For instance, [oT sensors collect
real-time data on equipment status, pressure, and
temperature, supporting improved decision-making.
However, security challenges such as cyberattacks and
system breaches have constrained its adoption [1].
Blockchain, as a decentralized and secure technology,
enhances transparency and traceability in oil and
gas supply chains. It can track oil and gas transfers,
manage smart contracts, and improve data security.
Nevertheless, blockchain adoption in this sector
remains nascent, requiring further investigation [3,4].
Developed over the past decade, blockchain is a
decentralized and transparent technology applied in
industries like oil and gas. By enhancing security,
reducing costs, and enabling traceability, it addresses
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IoT challenges [5].

As an emerging information and communication
technology, blockchain has gained significant attention.
It is employed in diverse applications, including digital
currencies, insurance, decentralized storage, and IoT
across various sectors. In the oil and gas industry,
blockchain has been explored for carbon trading,
security, and supply chain management. However,
its adoption remains limited, necessitating further
research on its impact. Few studies have examined
blockchain’s influence in this sector [6]. Blockchain’s
applicability extends beyond finance to real estate, oil
and gas, and education, owing to its capacity to reliably
manage digital transactions and supply chains. In oil
and gas, blockchain integration with supply chain
and data management is particularly promising. The
supply chain encompasses extraction, transportation,
trading, and resource distribution. Current supply
chain structures often lack transparency, traceability,
flexible trading, and secure data storage—features
blockchain can provide. However, investigating
blockchain’s security and privacy implications in oil
and gas remains essential [7].

Given that the model’s factors are grounded in
theoretical foundations and expert interviews,
which were synthesized by the researcher into novel
indicators, both the factors and the resulting paradigm
model can be considered valid for this study, which are
clearly indicated in Table 1 and Fig. 1 below:
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Table 1 List of Factors and Indicators Extracted from the Theoretical Foundations and Expert Interviews.

Factor Category

Indicators

Causal Factors

Data aggregation and storage (network)

Credential verification and identity management

Key management and data encryption

Contextual Factors

Financial resources

Management

Infrastructure services distribution

Data confidentiality

System stability

Scalability

Auvailability

Transparency

Expertise

Intervening Factors

Financial resources

Management

Infrastructure services distribution

Data confidentiality

System stability

Scalability

Auvailability

Blockchain Strategies for [oT Cybersecurity

E-health

Creating a security layer

Smart transportation

Smart grids

Using blockchain smart contracts

Designing Industrial IoT (IIoT) devices

Outcomes in the Oil & Gas Industry

Reduction of production costs

High storage capacity

Smart field

Organizational agility

Environmental dynamics

System security and accessibility

User interface improvement

Information quality (dissemination and diversity)

Data processing speed

Causal Factors

Data Aggregation & Storage
Identity & Access
Management
Key Management &
Encryption

Contextual Factors

Financial Resources
Management
Expertise
Transparency

Intervening Factors

Data Confidentiality
System Stability
Scalability
Availability

Fig. 1 A paradigm model derived from theoretical foundations and interviews.

Outcomes in Oil & Gas

Blockchain Strategies

Create a Security Layer
Use Smart Contracts
Design Secure lloT Devices
E-Health
Smart Transportation
Smart Grids

Reduced Production Costs
Smart Field
Implementation
Organizational Agility
Enhanced System Security
& Access
High Data Processing Speed
Improved Information
Quality



Materials and Methods

Predicting and analyzing effects

Structural models like SEM predict the effects of
independent variables on dependent variables. For
instance, this study examines the effects of causal
factors on blockchain mechanisms and strategies
on outcomes, aiding managers in decision-making
regarding technology implementation [§].
Investigating complex relationships between variables:
This study investigates various variables, including
causal, contextual, and intervening factors, strategies,
and outcomes. Structural equation modeling (SEM)
enables simultaneous analysis of complex relationships
among these variables and measures each variable's
impact on others [9].

Measuring Model Reliability and Validity

Statistical models like SEM assess the reliability
and validity of measurement instruments (e.g.,
questionnaires). This ensures data reliability and
the model's accuracy in explaining the studied
phenomenon [9].

Model Fit Assessment

Statistical models like SEM evaluate model fit using
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criteria such as GOF and HTMT. These ensure the
model aligns with collected data and serves as a
practical industrial tool [9].

The factor loading coefficient threshold is 0.4. In
Fig. 2, shows all factor loadings exceed this value,
confirming suitability. Following SmartPLS4 analysis,
Cronbach’s alpha and composite reliability were
calculated. The second criterion, convergent validity,
assesses construct-indicator correlations, presented in
Table 2.

The criterion value for the suitability of factor loading
coefficients is 0.4. In Fig. 2, all the factor loading
coefficients of the questions are greater than 0.4, which
indicates the suitability of this criterion. According
to the data analysis algorithm in SmartPLS4, after
measuring the factor loadings of the questions, it
is time to calculate and report Cronbach's alpha
coefficients and composite reliability. The second
criterion for examining the fit of measurement models
is convergent validity, which examines the degree of
correlation between each construct and its questions
(indicators). The results of this are shown in Table 2.
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Fig.2 Structural model of the research along with factor loading coefficients.

Table 2 Results of Cronbach’s alpha criterion and composite.

Hidden variables Cronbach’s alpha coefficient Alpha>(0/7) goRr:i)(;);l;re Reliability Coefficient /l;:ter?cgtz q A\)S:Z;l/‘;
Strategies 0/710 0/807 0/515
Contextual factors | 0/889 0/910 0/534
Causal factors 0/858 0/914 0/779
Intervening Factors | 0/875 0/908 0/592
Z;‘;‘;tal Phenom-1. o 7g9 0/780 0/578
Consequences 0/870 0/862 0/513
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Given that the appropriate value for Cronbach's alpha and
composite reliability is 0.7 and according to the findings of
the above table, these criteria have adopted an appropriate
value for the latent variables, it can be confirmed that the
reliability of the research is appropriate. Given that the
appropriate value for the average variance extracted AVE
is 0.5 and according to the findings of the above table, this
criterion has adopted an appropriate value for the latent

variables, it is therefore confirmed that the convergent
validity of the research is appropriate. We also use the
HTMT criterion to assess the divergent validity. If the
HTMT value is less than 0.90, there is divergent validity
among the reflective constructs [9], the results of which
are presented in Table 3. According to Tables 2 and 3, the
research hypotheses are confirmed as t-coefficients are
greater than 1.96, so their significance is confirmed at a
95% confidence level.

Table 3 Examining the divergent validity through the HTMT criterion.

HTMT Criteria | Strategies Contextual Fac- Causal Factors Intervening Fac- | Central -~ Phenom- Consequences
tors tors enon

Strategies - - - - - -
Contextual Fac- i 0/735 i i i i
tors

Causal Factors 0/853 0/572 - - - -
Intervening Fac-| < 0/583 0/636 - - -
tors

Pivotal Phenom- | 0/460 0/411 0/568 - .
enon

Consequences 0/608 07479 0/278 0/331 0/370 -

Results and Discussion

Structural model fit was assessed using R? coefficients
for endogenous latent variables. R? values of 0.19, 0.33,
and 0.67 indicate weak, moderate, and strong effects,
respectively.In Fig. 2, Structural model of the research
along with factor loading coefficients And Fig. 3,
presents R? values for endogenous constructs, confirming
structural model fit. The Goodness of Fit (GOF) criterion,
with thresholds of 0.01, 0.25, and 0.36 for weak,
moderate, and strong fit, was calculated as follows [9].

GOF Criterion
The GOF criterion evaluates overall model fit using
the formula:

GOF = v communalifies = ..F

v 3280

.
48640
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Intervening Factors

Communalities represent the average of latent variable
communality values. A GOF value above 0.36 indicates
strong model fit. This study’s GOF value of 0.557 confirms
good model fit. The results of this are shown in Table 4.
The GOF value of 0.557 confirms strong overall model
fit. Research hypotheses were tested using PLS software.
Table 5 summarizes the path analysis results, detailing
the factors and coefficients shown in Fig.s 2 and 3:

Table 4 Communality and R2 of research variables.

Latent variables | R? Communality
Strategies 0.912 | 0/512
Axis phenomenon | 0.440 | 0/539
Consequences 0.454 | 0/498
Communality R? GOF
0.516 0.602 | 0.557

Fig. 3 Structural model of the research with significant coefficients.



Table 5 Results from the path analysis findings.
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R? Result Path coefficient | Significance level Statistics T Route
0.440 | acceptation 0.664 0.000 15.378 | Pivotal phenomenon | Contextual Factors
acceptation 0.393 0.000 9.610 Strategies Contextual factors
0.12 acceptation 0.279 0.000 3.059 Intervening factors
acceptation 0.432 0.000 4.630 Pivotal phenomenon
0.454 | acceptation 0.674 0.000 21.993 Consequences Strategies!
Conclusions Panah and Hassani Ahangar [22] and Lee [23],

All indicators in the proposed model exhibited factor
loadings above 0.4, confirming their significant
influence on blockchain mechanisms. Furthermore,
these results validate the indicators’ adequacy in
explaining blockchain performance in IoT security.
A blockchain mechanism model for IoT security in
NISOC’s oil and gas industry was developed. The
results demonstrate that causal factors, including
data validation and encryption, significantly enhance
blockchain mechanism performance. Contextual and
environmental factors, such as financial resource
management and information transparency, directly
affect proposed blockchain implementation strategies.
“The proposed strategies, including blockchain
smart contracts and decentralized authentication
mechanisms, positively impact data security and
reduce operational costs in the oil and gas industry.
These findings indicate that implementing these
strategies can enhance information transparency and
reliability in IoT-based systems.”

Regarding causal factors’ impact on blockchain
mechanisms for IoT cybersecurity in NISOC, our
findings align with Xuan et al. [10]. who identified
large-scale data encryption using smart technologies
as a key factor.

The impact of contextual factors on blockchain
mechanisms corresponds with Arab et al. [11],
Vermezen and Freeze [12], Yaping et al. [13], and
Kandzierski et al. [14], who emphasized [oT’s role in
smart environments.

Intervening (environmental) factors’ influence aligns
with Farahmand et al. [15] and Qian [16], who
identified social, cultural, human, technological,
financial, managerial, and regulatory factors affecting
IoT adoption in smart business, and Natalia and
Elena [17], who highlighted political and economic
influences.

The pivotal phenomenon’s impact on strategies
resonates with Xuan et al. [18], Riesman [19], and Li
[20], who emphasized extensive data sharing, cloud
computing, and smart technologies in multi-layer
blockchain systems, and Kohizad et al. [21], who
identified technology and supply chain factors in IoT
cybersecurity.

Strategies’ impact on outcomes aligns with Yazdan

who highlighted object interaction and information
sharing as key IoT outcomes. Additionally, our
results correspond with Rezai and Sohrabi [24],
who demonstrated [oT’s impact on organizational
performance through knowledge creation. The
findings also align with Kim [25] and Casado [26],
who identified service quality (speed, acceptance),
system security, accessibility, purchase value utility,
and information quality as critical outcomes.
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